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What You Should Know

How SSL/TLS works

" Maintain and Run Apache, Apache
Modules

" CGl Interface works, know Perl
" How to get around in Un*x shell




What We’re Going to Talk About

The Basics:
— How to create a private certificate authority (CA).
— How to sign server certificate request with private CA.

— How to sign and distribute client certificate request
with private CA.

The Nit and Gritty
— OpenSSL Configuration File
— Some HTML and Perl Code

— How to publish private CA within a limited
environment.

— Configuring mod_ssl to authenticate access based on
client certificates issued by private CA.

— Certificate Revocation and Revocation Lists




Disclaimer

This presentation does not cover al of the
security issues involved in maintaining a
certificate authority (CA) or the datathat is being
protected by the CA.

Nor does this presentation cover all of the issues
Involved in securing a networked based machine
and its contents, but only coversissues involved
In securing and authenticating data transmitted
between machines.




Quick Review

Digital Certificates

Certificate Authorities




Digital Certificates

Type Of Digital Certificates
— Server Certificate
— Client Certificate

X.509 Format, Issued By Certificate Authorities
— A Serial Number
— Name Of Issuing Certificate Authority

— ldentifying Information, Such As; Name, Street
Address and/or Email Address

— Subject’s Public Key
— A “Signature” Of Issuing Certificate Authority




Certificate Authorities

Public Certificate Authority; Verisign, Thawte,
Equifax; recognized by default by most web
browsers and web servers; used when no other
relation exists between two parties.

Private Certificate Authority; by default not
recognized; used when a relationship already
exists between two parties.




The Basics: OpenSSL

Creating our private certificate authority

Creating a Server Certificate Request

Signing a Server Certificate Request

Signing a Client Certificate Request




Creating a Private Certificate
Authority

Creating a self-sign (root) certificate for private
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Creating a Certificate Signing
Request (CSR) for Server

Since Apache uses OpenSSL via mod_ssl for SSL
we’ll use it to create a CSR for Apache.
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Signing Our Server CSR

Now we’ll sign this CSR using OpenSSL and our
Private Certificate Authority.
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The Wonderful World Of Web
Browsers

Different Web Browsers Support Different Methods For
Creating Client Certificates.

The General Procedure:

— User Access a Web Page With Their Favorite Client (Web
Browser).
— User Enters Identification Information Into Web Page Form.
— Submit Form Which:
» Has Client Generate A Public And Private Key.

» CGI Script Adds Public Key To Identification Information Being
Submitted, Which Creates A Client Certificate Signing Request
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Signing Our Client CSR

- After A Little Magic We Can Sign This Client
CSR.

lient.:

equest matches the signoture

d Mame

‘R IMTRELE
M

IMTRELE

IMTRELE

IMTRELE

IMTRELE

IMTRELE

to be certified until Mag 3

with 1 new entri

13



The Nit And Gritty

What’s In openssl.cnf File
HTML Code For Submit Form

Perl Scripts For Creating Client Certificate
Signing Request and Installing Client Certificate
Into Browser

Publishing private CA within a limited
environment.

Configuring mod_ssl to authenticate access based
on client certificates issued by private CA.

Certificate Revocation and Revocation Lists
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openssl.cnf

Our Self-Signed Certificate and Private Key

[ CA_default ]
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openssl.cnf

Defining a policy of necessary information in our
certificates
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HTML Form
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HTML Form
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CGIl & Perl

Setup our environment
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CGIl & Perl
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CGIl & Perl

Getting a signed certificate to client
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Apache and mod_ssl

Setup Apache so clients can download CA’s root
certificate.

Somz MIME-types for downloading Certificates and CRL=s
#

AddType application Q=ca-cert .ort
AddType applicatio I
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Apache and mod_ssl

Configuring our server certificate for Apache
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Apache and mod_ssl

Adding our CA to Apache and using it to
authenticate clients
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Certificate Revocation

Revoking a certificate before it expires and
creating a certificate revocation list.

2 pem —config ..

‘openzsl.enf
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Certificate Revocation

Making sure our Apache server doesn’t accept the
revoked certificate.

find CA CR ient
huge file ing all

ionFile
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